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ISPA -voice of the Internet industry 



ISPA – Mission Statement  

 ISPA is the major voice of the Austrian Internet industry. 

Our goal is to shape the economic and legal framework 

supporting the optimal development of the Internet and 

Internet services. We regard the use of the Internet as an 

important social skill and acknowledge the resulting 

socio-political responsibilities. 



ISPA represents the Internet industry  

– Founded 1997 

 

– Over 200 members  
from the fields of 
Access, Hosting,  
Content & Services 

 

– Two thirds with less than 25 
employees 

 

           
  

www.stopline.at 
   

  Austrian Report Centre against 

child pornography and national 
socialism on the Internet  

 



 

Competition: Fixed network-BB-Market 



 

Stopline & Safer Internet  

www.stopline.at 
   

   Austrian Report Centre against 

child pornography and national 
socialism on the Internet  



Stopline - workflow 



Stopline – Statistics 
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„magnifying glass“ oder „speed boiler“?  
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Challenge: take-down requests  

http://www.google.com/transparencyreport/removals/government/ 
http://www.google.com/transparencyreport/removals/copyright/?hl=de  

Deletion requests by public 
authorities: 

 

Deletion requests due to 
allegeged copyright 
infrigements:  

 

 

[approx. 135 requests/week]  

 

 

[approx. 20 Mio. URLs/ weeks (!)]  
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ISPs “between a rock and a hard place“ 

Provider are exposed to considerable pressure 
 Threat of coercive measures (e.g. Subpoenas)  
   („It is a long way to Vienna/Innsbruck.“)  
 Securing of data  
   („Do we get the information this way or shall we drop by?”) 
 Treating the employees as accomplices to criminal offences 
 Public exposure in case of non-compliance  
   („You will read about it in the newspapers tomorrow”) 
 Pressure from customers/ defendants 
 
Legal gray-areas lead to problems 
 Oral orders of the public prosecutor (§ 102 (1) StPO), 24/7  
 Requests for disclosure of “extended” Basic Data (such as delivery address,    
credit balance, PUK) 
 Sequence orders (e.g. Phone exchange) 
 Obligation to report „Data Protection Act vs. Telecommunications Act 

 

 

 



ISPA supports members and LEAs 

• formal requirements (e.g. request in writing) 

• substantial requirements (within 48hrs, continuing danger)    
 



Data Retention in Austria - Factsheet 

• Retention of traffic data, no content data 
(Access-IP, mobile communication, Email) 

 

• Retention for a maximum period of six month 
 

• Access to retained data exclusively for criminal offences 
 

• Exceptions for small ISPs and certain technologies  
(approx. EUR 300.000 yearly turnover, public ISPs, NAT/PAT) 

 

• Data remains with the IPS, exchange interface (DLS) and 
use of CSV-Files to prevent data mining 

 

• No “ex ante” safeguards for lawyers, doctors, etc. 



Implementation of Data Retention 
in Austria  

In cooperation with representatives of the authorities and civil society, 
ISPA helped to scope an interface (DLS) which facilitates the secure 
and transparent exchange of information (CSV-File), while providing a 
high level of security and transparency.  

DLS provides information on the total 
number of requests for information! 



Challenge: „dynamic IP-Address“  

DYNAMIC IP-ADR:  

An IP-address, which is not exclusively assigned to a particular user for the 
duration of his/her contract, is not basic data. Thus the rules for providing 
information about traffic data apply. 
 
The processing of traffic data by the ISP is exclusively allowed for the 
prosecution of criminal offences (not for civil claims!)  
 
-> Request § 135 Abs 2 Code of Criminal Procedure (StPO)  

    (live [Betriebs] data > 1 year imprisonment) 

-> Request § 135 Abs 2a Code of Criminal Procedure (StPO)  

    (retained data > 1 year imprisonment) 

 

-> Request § 76a Abs 2 Code of Criminal Procedure (StPO)  
    (part of the operating data or retained data, no minimum sentence) 
 

-> Request § 53 (a) Security Police Act (SPG)     
    (operating data oder retained data) 

 

 

 



Timeframe for the implementation 

t 

2009 2010 2011 2012 2006 2007 2008 

 Nov 2009  
Draft of revised 

Telecommunications 
Act (TKG) 

2006  
Enactment of  
DR-Directive 

2007  
Failure of the 1st 
implementation  

 Feb 2009  
Assignment of a 

Human Rights Institute  

 July 2010  
ECJ: Infringement 

of EU law 

May 2011 
Enactment of  
national acts 

Dec 2011 
Publication of 

first tech. spec.  



From implementation till annulment…  

2012 

Dec 2011 
Publication of 

first tech. spec.  

1st April 2012 
commencement 
of retention duty  

late March 2012 
planned go-live of the  

data exchange interface 
(“Durchlaufstelle”; DLS) 

t 

2013 

Feb 2013 
Problems Google 

Chrome v17 

Dec 2012 
Request for preliminary 

ruling VfGH  

Sommer 2013 
Diverse 
Hotfixes 

8. April 2014 
ECJ Judgment 

Annulment of the  
Data Retention Directive 

 
27. Juni 2014 
VfGH Judgment 

Annulment in Austria 

30. Juni 2014 
Coming into force 
of the annulment 

in Austria 

2014 



ECJ Data Retention 

ECJ judgment C-293/12 und C-594/12, 08.04.2014  
 

ECJ declared the Data Retention Directive invalid.  
 
- The substantive and procedural conditions under which authorities and 

courts can gain access to the data, are too vague 
- The definition of “serious crimes” is too broad and unspecific 
- No sufficient protection against abusive practices  
- No mandatory storage of the data within the European Union 
- „Chilling Effects“ – the feeling of being constantly observed in daily life 

 
 

Consequences for Austria 
 
- National Data Retention law was lifted by the Constitutional Court 

(VfGH). 
 

 
 

 



… and more to come …  

http://www.pcworld.com/article/2895356/dutch-court-scraps-telecommunications-data-retention-law.html, 11.03.2015 
http://futurezone.at/netzpolitik/streit-um-vorratsdatenspeicherung-in-der-spd/119.809.791, 17.03.2015 
 http://www.cnet.com/au/news/mandatory-data-retention-laws-pass-parliament/ , 28.03.105 
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… and more to come …  

 

•  Voice over LTE (‘VoLTE‘) surveillance  

•  ‘Full-IP’ surveillance  

•  ‘Quellen-TKÜ’ (aka ‘Bundestroyaner’)  
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Liability regime for ISPs 

Internet Service Providers are generally not liable for the actions of 
their customers. 

Liability privilege in the E-Commerce-Directive, Art. 12 – Art. 14 

Exclusion of responsibility for: 

• Transmission  

• Caching 

• Hosting 

No monitoring obligations for the ISPs, Art 15 E-Commerce-Directive 
 

Liability privilege in the Austrian E-Commerce Act § 13 – § 18 

• Transmission              

• Search engines 

• Caching                 Provided no actual knowledge of illegal activity 

• Hosting                     

• Links  

No monitoring obligations for the ISPs, § 19 E-Commerce Act 

  



L‘Oréal vs. eBay 

ECJ Judgment 12. 07.2011, L‘Orèal SA vs. eBay C-324/09 

 

L‘Orèal sued auctions website eBay for the actions of distributors of 
unauthorised sampler products, who removed the sampler package and 
then sold the products on the site. 

 

The ECJ affirms in this case the liability of the Hosting-Provider, when 

 

„[…] the service provider, instead of confining itself to providing that 
service neutrally by a merely technical and automatic processing of 
the data provided by its customers, plays an active role of such a kind 
as to give it knowledge of, or control over, those data.[…]“ 

 

ECJ upholds limitation of liability, but creates an exception if intermediaries 
have aided the infringement. 

 

 

 



Delfi AS vs. Estonia 

ECtHR Judgement, 64569/09/07 of 10 October 2013 
 

One of the Estonia’s largest news portals, Delfi, was sued by a representative of 

the industry because of grossly insulting remarks by its readers’ online 

comments. 
 

The Estonian Courts:  

• the news portal is not exempt from liability 

• it was considered as a publisher, rather than as an ISP  

• no liability privilege according to the E-Commerce-Directive 
 

ECtHR:  

• a substantial degree of control over the comments published on its portal 

• should have prevented defamatory or insulting statements being published 

• a justified and proportionate interference with its right to freedom of expression 



… and more to come …  

 

•  EUIPO studies (malware, business models) 

•  ‘duty of care’ (IP, CSAM, hate speech)  

•  Network and Information Security Directive 
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Web blocking 

Blocking techniques 
 
- DNS-Blocking 
- IP-Blocking  
- „Deep Packet Inspection“  
 
Circumvention techniques  
 
- Changing the Domain-Name-Server  
- Encrypted connections, „Virtual Private Networks“ (VPS) 
- TOR-Server   
 
Conclusion 
 
- Web blocking techniques can be bypassed  
- Hotlines provide permanent removal of illegal content  
- Web blockings are not a solution against piracy 



Provider 

Domain Name Server  
www.orf.at =  … . … . … . … 

IP-Adr: 194.232.72.121 

www.orf.at 

In the case of DNS blocking the provider is forced 
either not to answer the requests for a specific 
domain or to redirect the requests to another page. 

DNS-blocking 

http://www.orf.at/


Provider 

IP-Adr: 194.232.72.121 

Bei einer IP-Sperre wird der Provider gezwungen, 
Anfragen zu einer bestimmten IP-Adresse entweder 
nicht weiterzuleiten oder auf eine andere Seite 
umzuleiten. 
 

IP-Adr: 194.232.72.121 

IP-blocking 



Provider 

IP-Adr: 194.232.72.121 

IP-Adr: www.xxx.yyy.zzz 

In order to bypass an IP-blocking the participants can use one so 
called „Proxy-Server“, a VPN tunnel or an anonymising service. 

Proxy- 
Server 

Redirecting:  
IP www.xxx.yyy.zzz  = IP 194.232.72.121  

IP-blocking - Bypassing 



Provider 

In case of „Deep Packet Inspection“ the provider is forced if necessary 
to decrypt and examine each data packet. Certain contents must be 
blocked or under certain circumstances even reported.  

„Deep Packet Inspection“ 



Provider 

The „Deep Packet Inspection“can be circumvented by encryption. 

Server 

De- / encryption of the communication of the 
participant 

„Deep Packet Inspection“ - Bypassing 



Scarlet vs. SABAM 1/2 

ECJ Judgment Scarlet vs. SABAM C-70/10, 24. 11.2011 

 

Belgian collective rights management alleged ISP users were illegally 

downloading works in its catalogue from the Internet via P2P networks, and 

wanted that the ISP installs filtering software in its network that would curb 

further infringement.  

The Case referred not only to the Ecommerce Directive, but also copyright law 
and to the Charter of Fundamental Rights of the European Union. 

„[…] national authorities and courts must, in particular, strike a fair 
balance between the protection of the intellectual property right enjoyed 
by copyright holders and that of the freedom to conduct a business 
enjoyed by operators such as ISPs pursuant to Article 16 of the 
Charter.[…]“ 

ECJ was not amenable to rule in favour of indiscriminate monitoring, as it 
would also go against Art. 15 of the E-Commerce Directive. 

 



Scarlet vs. SABAM 2/2 

ECJ argues: 
 

“[…] injunction could potentially undermine freedom of information 
since that system might not distinguish adequately between unlawful 
content and lawful content, with the result that its introduction could lead 
to the blocking of lawful communications.[…]”  

 

Fair Balance 
 

Intellectual 
property rights 

Freedom to conduct business 

Right to protection of  
personal data 

Freedom of information 



ECJ Judgement 27.03., UPC Telekabel Wien - kino.to, C-314/12 
 
A provider of Internet access services can be obliged to block the access 
to a copyright infringing website for its customers. 
 
Critical Points 
 Web blocking without an ex-ante judicial preview of the injunction 
 ISPs in a predicament between the interests of users and right-holders 
 Vague „sufficiency effective measure “ 
 
 

 
 
  

UPC Telekabel Wien – kino.to 1/2 



UPC Telekabel Wien – kino.to 2/2 

Austrian Supreme Court of Justice, Decision 4 Ob 71/14s 

- ISP should take all reasonable measures. 

- No stipulation of specific measures by the copyright holder or the court 

- Union-compliant application of the rules on the suspensory effect of the 
execution 

- Impugnation claim with suspensory effect 

 

Consequences for Austria 

-  For the first time web blocking in Austria 

-  Establishing of “web blocking infrastructure” necessary 

-  Question, who decides on the respective web blocking as well as on 
the  adequacy of the blocking measures 

-  Question, who should decide on the lifting of the blocking and who is  
liable in the case of over-blocking 

 

 

 



Web blocking injunction 
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Web Blocking: ISP Position 

 

54.  
„ In that regard, in accordance with the principle of legal 
certainty, it must be possible for the addressee of an 
injunction such as that at issue in the main proceedings to 
maintain before the court, once the implementing measures 
which he has taken are known and before any decision 
imposing a penalty on him is adopted, that the measures 
taken were indeed those which could be expected of him in 
order to prevent the proscribed result..“  
(ECJ, C-314/12 kino.to) 



Web Blocking: Users Position  

 

57.  
„ Accordingly, in order to prevent the fundamental rights 
recognised by EU law from precluding the adoption of an 
injunction such as that at issue in the main proceedings, the 
national procedural rules must provide a possibility for 
internet users to assert their rights before the court once the 
implementing measures taken by the internet service 
provider are known.“ 
(ECJ, C-314/12 kino.to) 



Web Blocking: ISP Position 
 

                                             

t 

Blocking 
request 

to the ISP 

File an injunction 
by the right-holders 

in the court 

Execution request 
by the right-holders 

Approval 
is granted by the court 

without considering 
the adequacy  

Application §355 EO 
due to violation;  

Statement is sufficient, 
no proof required 

Imposition of 
sanction by the 

court 

ISP doesn‘t 
implement eb 
web blocking 

court hearing of the ISP 
under the injunction; 
Examination of the 

legality, but not of the 
adequacy ISP doesn‘t not follow the 

injunction or the blocking 
measures are not effective 

Impugnation claim according to § 36 
EO; Burden of proof ISP; Only here a 

concrete examination of the 
reasonableness and the adequacy 

of the blocking measures! 

Judgment on the 
application for an 

injunction 

ECJ stipulates a judicial review before a sanction is imposed ( approval of 
the execution , approval of the fine). 

X X 



Web Blocking – status quo   

• 10 < ISPs affected (competition aspects)  
• ISPs are ordered to block approx. 15 URLs 
• no voluntary blocking measures by ISPs  
•  two ongoing legal disputes  

• On the type of the blocking measure 
(DNS blocking sufficient or DNS+IP 
blocking required)  @ Bezirksgericht 
Meidling  
• On the character of the piratebay.se 
website @ Handelsgericht Wien   

 



Outlook: Net Neutrality & Web Blocking  

According to the head of the legal department of the 
Austrian National Regulatory Authority RTR-GmbH  
§ 81 par 1a UrhG (Austrian Federal Copyright Act) is 
not sufficient to fulfill the criteria of Art 3 par3 lit a) 
TSM Regulation to allow web blocking without an 
judicial injunction/order (voluntary blocking measures) 
 
 



● Continuous improvement of awareness  
about the safe use of the Internet  
(e.g. Stopline.at, saferinternet.at) 

● Efforts to reduce legal uncertainty as to the 
liability of ISPs for illegal conduct by their 
customers 

● Contribution to the discussion on copyright and 
its enforcement 

Future challenges for ISPs  



Thank you!  


