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1 Executive Summary

F-Secure VPN+ is a software-based virtual private network that provides total end-to-end
security by protecting every link in the corporate network chain including clients, servers,
and gateways.

F-Secure VPN+ integrates with our world-class distributed firewall, anti-virus, and
desktop encryption solutions under one policy management system, enabling you to
deploy and manage your crucial security applications throughout the world from a single
location and maintain complete transparency to the end-user.

F-Secure VPN+ supports SCEP and LDAP protocols for automated certificate
enrollment, revocation, and updating, eliminating the need to manually download
certificates and Certificate Revocation Lists (CRLs). F-Secure VPN+ has been tested and
proven to interoperate fully with Microsoft Windows 2000 Certificate Services. This
implementation guide will detail the necessary steps to configure and use F-Secure VPN+
with Microsoft Windows 2000 Certificate Services.

2 Requirements

Before you begin, you should have access to the following:
o Microsoft Windows 2000 Server or Advanced Server
o Microsoft SCEP Add-in Module — from Windows 2000 Server Resource Kit

o Cryptographic Service Provider from smart card vendor (only required if using
smart card support)

3 Assumptions

The following assumptions have been made for the purposes of this document. If these
assumptions are not correct for your individual installation, some of the information
contained in this document may be inapplicable or incorrect.

0 Windows 2000 Server has already been installed with Active Directory,
Internet Information Server, and DNS Services configured. These services
need to be installed prior to installing Certificate Services.

o This PKI System is being set up for demonstration purposes only. In the case
of a production system additional steps must be taken to enhance security.

o Certificate Services have not already been installed.

©) F-Secure Corporation



4 Install the PKI System

4.1 Install Certificate Services

Start the Add/Remove Programs control panel (Start — Settings — Control Panel).

ER Add/Remove Programs

Add nlew
Prog|

_|ol x|
Sart by:l Tame - I

Click on the “Add/Remove Windows Components” button.

Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows 2000,

To add or remove a component, click the checkbox. & shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.

Components:

(=) &ccessonies and Utiities
M [ Certificats C
P Indexing Service
% Intemet Infarmation Services [IIS)

1 29 b ananerent and Moribarinn T ook

Descriphion:  Installz a certification autharity [CA] to izsue certificates for uze with

public key securnty applications.

Total disk space required: 25 MB
Space available on disk: 892 8 MB

121ME =
1.4 MB 3
0.0MB
22.0MB

51 MR LI

Details... |

< Back I Mesit > I Cancel |

Select the “Certificate Services” option.

F-SECURE CORPORATION
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Microsoft Certificate Services |

After installing Certificate Services, the computer cannot be renamed and the computer cannot join or be removed
from a domain. Do vou want bo continue?

Click Yes to acknowledge that after installing Certificate Services the computer cannot be
renamed or joined or removed from a domain.

Click Next to begin the installation of Certificate Services.

Windows Components Wizard x|
Certification Authority Type i
There are four wpes of certification autharities. @
—_—
Certification Authority types: Description:

The most tusted CA in an ;I
enterprize. Should be inztalled

" Enterprise subordinate C4 before any other CA. Reguires
Active Directory.

"~ Stand-alone root Cé
" Stand-alone subordinate Ca ;I

[~ Advanced options

< Back I Mest » I Cancel |

Select the type of Certificate Authority to install and click Next. In general, the
“Enterprise root CA” should be used if the CA is being installed into a Windows 2000
domain environment and the issued smart cards will be used to authenticate users to
Windows 2000 servers and workstations. In other cases a “Stand-alone root CA” will
suffice.

©) F-Secure Corporation 6



Windows Components Wizard

Enter information to identify this Co

x|
CA Identifying Information “}@
SR

T4 name: IWindows2DDDD’-\

Organization: IF-S BCunE

Organizational unit: I

City: I

State or province: I Country/region: IFI—
E-mail: I

CA, description: IW’indows 2000 Ca

Walid for: 2 Vearz v | Enpies: |E|£2?£2DD2 850 A

< Back Cancel |
Enter the identifying information for the CA and click Next.
Yindows Components Wizard 1[
D ata Storage Location i
Specify the storage location for the configuration data, database and log a
st

Certificate databasze:

Erowse...

Certificate databaze log:
IE: WafINM TS pstern3ZhCenlog Browse...

[ Store configuration information in a shared folder
Shared folder:

I Browse,..

i

[T Freserve evisting certificate database

< Back I Mest > I Cancel

Accept the default data storage locations by clicking Next.

Microsoft Certificate Services x|

Internet Information Services is running on this computer, You musk stop this service before proceeding, Do you wank
to stop the service now?

Cancel |

Click Yes to acknowledge that the Internet Information Services will be temporarily
stopped during the installation.

Setup will now copy files and make the necessary configuration changes.

©) F-Secure Corporation



Windows Components Wizard

Completing the Windows
Components Wizard

You have successfully completed the "Windows
Components ‘wizard.

To cloze thiz wizard, click Finizh.

< Back

Click Finish to complete the installation.

4.2 Install SCEP Add-in Module

Run the cepsetup.exe application which is available from the Windows 2000 Server

Resource Kit.

SCEP Add-On For Certificate Services Setup Wizard

Welcome to the SCEP Add-On for
Certificate Services Setup Wizard

This setup program will install the Simple Certificate
Enrallment Protocol {SCEPY Add-On For Certificate
Services,

Cisco routers use SCEP bo request certificates from a
Microsoft Certificate Service running on Windaows 2000
Server, The router will then use the certificate when
neqgokiating an IPSEC session.

Tao Continue, Click Mext,

= Back Cancel

Click Next at the Welcome screen to begin the installation.

©) F-Secure Corporation




SCEP Add-On for Certificate Services Setup Wizard x|

Challenge Phrase Options

Select the challenge phrase iF wou wish the CA to automatically issue certificates ko
SCEP requests

[~ Require SCEP Challenge Phrase ko Enrall

The SCEF protocol allows the router to provide a challenge phrase to the CA, In the Microsoft
SCEP implementation this phrase is used as one time password that can be used to
authenticate the router making the request,

The user setting up the router asks the Ca For a challenge phrase, The user then provides
this phrase during SCEP.

The Ca will then detect this challenge password in the request and will immediately issue a
certificate if the phrase has not vet been used by any other router,

This speeds up router configuration since the user can request the phrase ahead of time and
he no longer needs ko call the CA to have each request approved.

Moke: You must check this option For an Enterprise CA or all users will automatically be able to
request IP Security Cettificates.

< Back. I ext = I Cancel |

Deselect the checkbox to not “Require SCEP Challenge Phrase to Enroll” and click Next.

SCEP Add-0On for Certificate Services x|

wait For the routers ko Fetch their certificates, Any pending SCEP reguests that are not processed and retrieved by

@ Setup is about to overwrite wour existing RA certificates. IF pending requests exists, wou must pracess therm now and
the rauter will be lost once setup requests new RA certificates.

Click OK to acknowledge that existing RA certificates will be overwritten and pending
requests will have to be resent.

SCEP Add-On for Certificate Service

Click Yes to confirm that all existing pending SCEP requests have been processed.

©) F-Secure Corporation



SCEP Add-0On For Certificate Services Setup Wizard

SCEP RA Certificate Enrollment
Enter the belaw information ko enroll For the RA certificates

Name: | SCEP

Email: I

Carmparry: I F-Secure

Crepartment: I

cty: |

State: I Counkry/Region: I FI

[ advanced Enrollment Gptions

The SCEF Addon needs a special certificate (RA Certificate) that allows it ko make request ko
the CA on behalf of the router.

Completing the SCEP Add-On for
Certificate Services Setup Wizard

‘ou have successhully completed the SCEP Add-On for
Certificate Services Setup Wizard.

ou have specified the Fallowing settings:
Require Challenge Phrase Mo
Ry Credentials SICEF
F-Secure
FI

< Back Cancel
Click Finish to begin copying files and complete setup.
SCEP Add-On for Certificate Services Setup ¥iz x|

Setup Successful, URL to use For SCEP enrollment is htkp:fffscalcertsreimscep/mscep. dil.

Click OK to acknowledge that setup was successful.

©) F-Secure Corporation
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Click Yes to restart computer.

SCEP Add-On for Certificate Services

@ ‘fou must restart your computer before the new settings will take effect.

Do you wankt ko restart your computer now?

4.3 Configure Smart Card Enrollment Settings (optional)

Note: The steps in this section are only necessary if the issued smart cards are to be
used for user logon to Windows 2000 computers. In order to support this, the
CA must be installed as an Enterprise CA.

4.3.1 Configure Certificate Templates

Start the Certification Authority management console (Start — Programs — Administrative

Tools.)

':iﬁ Certification Authority

“ Action  Yiew |J = = | | | EX

=101

Tree I

Mame

| Intended Purpose

@3 Certification Authority {Local)
=+ winzaoocs,

2 Revoked Certificates

: 12 Issued Certificates

[ Pending Requests

i1 Failed Requests

Exchange Enrallment Agent {OFfline requ...

IPSEC (Cffline request)

CEP Encryption

FS Recovery Agent

Basic EFS

Domain Controller

Weh Server

Computer

User

Subordinate Certification Authority
Administrator

4]

Certificate Request Agent
1.3.6,1.558.2.2

Certificate Request Agent

File Recovery

Encrypting File Swstem

Client Authentication, Server Authentic
Server Authentication

Client Authentication, Server Authentic
Encrypting File Syster, Secure Email, ©

Code Signing, Microsoft Trust List Signi

| ©

Right-click on the “Policy Settings” folder and select New P Certificate to Issue...

©) F-Secure Corporation
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i Select Certificate Template ' x|

Select a certificate template to izsue certificates

[ =

Secure Email, Client AuthenticatiorJ

.&uthenticated Session
Smartcard Logon

Client Authentication

Client Authentication, Smart Cand L
Code Signing

Microsaft Trust List Signing
Certificate Request Agent

ik [rritifinate Rem JTsr Anent _ILI
3

Ok I Cancel |

From the list of templates, click the following items (hold Ctrl key to select multiple

items):

- Enrollment Agent (Computer)
Enrollment Agent

Smartcard User

Click OK. The CA has now been configured to issue certificates using the new

templates.

4.3.2 Set Permissions on Certificate Templates

Certificates issued by the CA are based on certificate templates stored in the Active
Directory. The Access Control Lists (ACLs) set on these templates dictate which user
and machine accounts can request which certificates. To configure the ACLs on the

templates added in the previous step, follow the instructions below:

Start the “Active Directory Sites and Services” management console (Start — Programs —

Administrative Tools.)

¥ AD Sites and Services =10l =]
J@ Console  Window  Help |;|i|l||
[ oo vow | &~ |B@ XEFDE| 2 |
Tree I Marne | Type ]
Active Direckory Sites and Services [fsca.f-secure.com] Elersrecovery Certificate Template

-1 Sites
E|D Services
i Mamqsetvices
Cl MetServices
ElD Public Key Services

ate Templates
(L Certification Autharities
&-[C] Envallment Services

[ rRAS

Cl Windows MT

ﬁ.EnroIImentngent

Gl ErvalimentagentOffline
Gl Exchanoelser
ﬁ.ExchangeUserSignature
Eglipsecintermediateoffine
EglipsECIntermediatecnline
Eglmachine
ﬁ.MachineEnroIImentAgent
Gl offlineRouter
GglsmartcardLogon

Gl smartcardUser
1

Cettificate Template
Cettificate Template
Certificate Template
Certificate Template
Cettificate Template
Certificate Template
Certificate Template
Certificate Template
Cettificate Template
Certificate Template
Certificate Template

©) F-Secure Corporation




If the Services node is not visible, click “Show Services Node” on the View menu.
Expand the tree Services/Public Key Services/Certificate Templates.

Right-click the EnrollmentAgent template and select Properties.

EnrollmentAgent Properties e |

Generall Object  Security |

Mame |
!ﬁ Authenticated Ugers
‘ Domain Adming [F-SECURE D omain Adming)
!ﬁ Enterprize Admins [F-SECUREME nterprise Adminz)

Permizsions: Ao

Deny
Full Contral O
Read O
wirite: O
Erirall O

Advanced... |

r Allov inberitable permigsions from parent o propagate to this
objsct

ok | Cancel I Apply |

On the Security tab make sure that the user or group of users who should be able to create
the smart cards (enrolment agents) have Read and Enroll permissions then click OK.

Right-click the MachineEnrollmentAgent template and select Properties.

©) F-Secure Corporation 13



MachineEnrollmentAgent Properties

General I Object  Security

Mame |
!ﬁ Authenticated Uszers

7 Domain Adrmins [F-SECURE \Domain Admins] ﬂl

!ﬁ Enterprize Admins [F-SECUREME nterprize Adminz)
7 FSCas (F-SECURESFSCAS)

Permissions: Al Deny
Full Cantrol O O
Read O
Wirite: O O
Enrall O

Advanced... |

r Allave inberitable permizsions from parent bo propagate ta this
object

Cancel | Apply |

On the Security tab make sure that the computer from which the smart cards will be
created (enrolment station) has Read and Enroll permissions then click OK.

Right-click the SmartcardUser template and select Properties.

SmartcardUser Properties

Generall Object  Security |

Mame |
!ﬁ Authenticated Users

€% Domain Admins (F-3ECURE \Domain Admins] ﬂl

!ﬁ Enterprize Admins [F-SECUREME nterprise Adminz)
€72 Users (F-SECURE\Users)

Permizsions: Alloy Deny
Full Contral O O
Fiead O
wirite: O O
Erroll O

Advanced... |

— Allav inheritable permizzsions fram parent bo propagate ta this
object

T Cancel Apply

©) F-Secure Corporation



On the Security tab make sure that the user or group of users who should be able to use
smart cards to log onto Windows 2000 computers have Read and Enroll permissions on
the template then click OK.

The access permissions for the new templates are now set correctly for smart card
enrollment.

4.3.3 Configure Enrollment Station Account

have an enrollment station certificate. The following steps describe how to obtain this
certificate:

Log onto the enrollment station as with administrative rights.

Start the Microsoft Management Console (Start — Run... mmc.exe).

Add/Removye Snap-in 2l

Standalone | Entensions I

Llze this page to add or remove a standalone Snap-in fram the conzale.

-

Shap-ing added to: Ia Caonzale oo

— Dezcription

Add... Bemave About,. |

ok I Cancel |

Select “Add/Remove Snap-in” from the Console menu and then click the Add button.

©) F-Secure Corporation
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Add Standalone Snap-in el |

Avyailable Standalone Snap-ing:

Shap-in | Yendor | -
6'L|'§.f5.c:ti'v'e Directory Domaing and Truste  Microsoft Corporation
ﬁ.ﬁ.ctive Directom Sites and Services Microzoft Corporation
@Active Directory Uzers and Computers  Microsoft Carporation —

gﬁlﬁ-\ctivex Cantral
Microzoft Carporation
@3 Certification Authority Microsoft Corporation
@ Component Services Microsoft Corporation
Q Computer Management Microzoft Corporation
Device tanager Microzoft Corporation
WDisk Defragmenter E=ecutive Software Inke... ;I
— Description

The Certificates shap-in allows you ta browse the contents of the
certificate stores for yoursell, a service, or a computer.

Cettificates snap-in =l

Thizs zhap-in will shwayz manage certificates for:
My user account
" Sevice account

& Lomputer account

% Back I Mest > I Cancel |

Select the option to manage certificates for the “Computer Account” and click Next.

©) F-Secure Corporation



Select Computer : x|

Select the computer you want thiz Shap-in ko manage.

Thig zhap-in will ahways manage:

' L ocal computer: [the computer this consaole is running on

" Another computer: I Erowse... |

[~ &llow the selected computer to be changed when launching from the command line. This
only applies if you zave the conzole.

< Back I Finizh I Cancel

Select the option to manage the local computer and click Finish.

Click Close from the list of available snap-ins.

Add/Remove Snap-in ﬂ ll

Standalone | Extensions I

Uze this page to add or remove a standalone Snap-in from the conzale.

=

Shap-ins added to: I& Cons

@ Certificates [Local Computer)

— Description

Add... | Hemove I About... |

Ok | Cancel

Click OK from the “Add/Remove Snap-in” window.

F-SECURE CORPORATION WHITE PAPER
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'Hi Consolel - [Console Root] =lOl x|
J% Console  Window  Help “ D = E | |;li|5||
|J action  View  Favorites |J a = | | | @ |

Tree I Favorites | Mame I

@Certiﬁcates {Local Computer)
EI@ Certificates (Local Computer)

=-( Personal

P ([ Certificates

¥]-[_7] Trusted Rook Certification Authorities
[:I Enterprise Trusk

-] Intermediate Certification Authorities
-3 CEP

i1 REQUEST

-3 5RC

Expand the tree Console Root/Certificates (Local Computer)/Personal/Certificates.

Right-click on the “Certificates” folder and select All Tasks » Request New Certificate...

Certificate Request Wizard x|

Welcome to the Certificate
Request Wizard

This wizard helps vou request a new certificate from a
certification autharity (&) in your darmain,

& certificate, which is issued by a certification autharity,
is a confirmation of your identity and contains
information used ko protect data or to establish secure
network connections.

& private key is the secret half of a public and private
key pair associated with a certificate. Itis usedto
digitally sign or decrypt data encrypted with the
corresponding public ke,

Ta continue, click Mext.

Cancel

The Certificate Request Wizard will start. Click Next at the Welcome screen.

©) F-Secure Corporation 18



Certificate Request Wizard x|

Certificate Template

& certificate template contains preset property values For certificates,

Select a certificate template For your request,

Certificate templates:

Domain Conkroller
Enrollment Agen

[~ Advanced options

< Back. I ext = I Cancel |

Select the “Enrollment Agent (Computer)” certificate template and click Next.

Certificate Request Wizard x|

Certificate Friendly Name and Description

‘au can provide a name and description that help you quickly identify a specific
certificate.

Tvpe a friendly name and description for the new certificate.
Eriendly name:
Enrallment Station - FSCA

Descripkion:

Cancel |

Enter a “Friendly Name” to identify the certificate and click Next.

©) F-Secure Corporation



Certificate Request Wizard

Completing the Certificate
Request Wizard

‘ou have successfully completed the Certificate
Request wizard.

ou have specified the Following settings:

Friendly Mame Enrollment Station - FSCA
Computer Mame FSCA

Certificate Template  Enrollment Agent {Computer)
3P Microsoft Base Cryptographic Prc
udl | i

<Back | Finish

Cancel |

Click Finish to generate the certificate.

Certificate Request Wizal x|

@ The certificate request was successful,

Click OK to acknowledge that the certificate request was successful.

The enrollment station is now certified to enroll for smart card certificates.

4.3.4 Configure Enrollment Agent Account

In order to issue certificates to a smart card the user performing the enrollment must have

an enrollment agent certificate. The following steps describe how to obtain this

certificate:

Log onto the enrollment station as the user who will be enrolling the smart cards.

Start the Microsoft Management Console (Start — Run... mmc.exe).

©) F-Secure Corporation
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Add/Remove Snap-in 2lx|

Standalone | Entensions I

Llze this page to add or remove a standalone Snap-in fram the conzale.

-

Snap-ing added to: I@

— Dezcription

Add... Bemave About,. |

ok I Cancel |

Select “Add/Remove Snap-in” from the Console menu and then click the Add button.

Add Standalone Snap-in e

Available Standalone Snap-ing:

Shap-in | Yendor | -
6'l;“';.ﬁ.c:ti'v'e Directory Domaing and Truste  Microsoft Corporation
ﬁ.ﬁ.ctive Directory Sites and Services Microsoft Corporation
@Active Directory Uzers and Computers  Microsoft Corporation —
fl.ﬁ.ctivex Control

Microsoft Carporation

@ Certification Authority Microzoft Carporation

@ Component Services Microsoft Corporation

Q Computer Management Microsoft Corporation
Device Manager Microsoft Corporation

eDisk Defragmenter Ewecutive Software Inte... ;I
— Description

The Certificates shap-in allows you ta browse the contents of the
certificate stores for yourself, a service, or a computer.

From the list of available snap-ins select “Certificates” and click Add.

©) F-Secure Corporation



Certificates snap-in

Thig gnap-in will ahways manage certificates for;
= it

" Sevice account

" Computer account

< Black I Finizh I

Cancel |

Select the option to manage certificates for “My user account” and click Finish.

Click Close from the list of available snap-ins.

Add/Remove Snap-in

Standalone | Extensions I

Uze this page to add or remove a standalone Snap-in from the conzale.

Shap-ing added to: Ia Conzale Raaot

=

21|

@ Certificates - Current User

— Description

Add... Bemave About,.

Cancel

Click OK from the “Add/Remove Snap-in” window.

F-SECURE CORPORATION
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'Hi Consolel - [Console Root] -10] x|

J% Console  Window  Help “ =" | |;li|5||
|J action  View  Favorites |J = = | | | @ |
Tree I Favorites | Marie I

@Certiﬁcates - Current User
EI@ Certificates - Current User

=-( Personal

P ([ Certificates

¥]-[_7] Trusted Rook Certification Authorities
[:I Enterprise Trusk

-] Intermediate Certification Authorities
[:I Active Directory User Object

-] REQUEST

Expand the tree Console Root/Certificates — Current User/Personal/Certificates.

Right-click on the “Certificates” folder and select All Tasks » Request New Certificate...

Certificate Request Wizard x|

Welcome to the Certificate
Request Wizard

This wizard helps vou request a new certificate from a
certification autharity (&) in your darmain,

& certificate, which is issued by a certification autharity,
is a confirmation of your identity and contains
information used ko protect data or to establish secure
network connections.

& private key is the secret half of a public and private
key pair associated with a certificate. Itis usedto
digitally sign or decrypt data encrypted with the
corresponding public ke,

Ta continue, click Mext.

Cancel

The Certificate Request Wizard will start. Click Next at the Welcome screen.

©) F-Secure Corporation 23



Certificate Request Wizard x|

Certificate Template

& certificate template contains preset property values For certificates,

Select a certificate template For your request,

Certificate templates:

Adminiskrator

Basic EFS

EF5S Recovery Agent
Enrollment fgent
Smartcard User
User

[~ Advanced options

« Back. I Mexk = I Cancel |

Select the “Enrollment Agent” certificate template and click Next.

Certificate Request Wizard x|

Certificate Friendly Name and Description

‘au can provide a name and description that help you quickly identify a specific
certificate.

Tvpe a friendly name and description for the new certificate.

Eriendly name:

Enrollment Agent - Administrator

Descripkion:

Cancel

Enter a “Friendly name” to identify the certificate and click Next.

©) F-Secure Corporation



Certificate Request Wizard

Completing the Certificate
Request Wizard

‘ou have successfully completed the Certificate
Request wizard.

ou have specified the Following settings:

Friendly Mame Enrollment Agent - Administrator
Account Mame Administrakor

Computer Mame FSCA

Certificate Template  Enrollment Agent

CSP Microsoft Base Cryptographic Pre
4] | i

CFinish Cancel

< Back.

Click Finish to generate the certificate.

Certificate Request Wizard

The certificate request was successful,

install Certificate! Canicel wiew Certificate...

When prompted, click /nstall Certificate.

Cettificate Request Wiza |

@ The certificate request was successful,

Click OK to acknowledge that the certificate request was successful.

The user account is now certified to enroll for smart card certificates on behalf of other

users.

5 Enroll for Smart Card Certificate

5.1 Pre-personalize Smart Card

In order to issue certificates to a smart card with Windows 2000 Certificate Services the
cards must be pre-personalized. This process involves creating the file structure on the
card. The process for doing this will vary from card to card so it is not discussed in detail

here.
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If Schlumberger Cryptoflex for Windows 2000 or GemPlus GemSAFE cards are being
used, no pre-personalization of the cards is required.

5.2 Enroll for Certificate

Note: Enrolling for a smart card certificate must be done from a Windows 2000
Professional or Server computer.

5.2.1 Stand-Alone CA

Launch a web browser and browse to “http://<ca server>/certsrv.”

Select “Request a certificate” and click the Next button.

Select the “Advanced request” option and click the Next button.

Select “Submit a certificate request to this CA using a form” and click Next.
Fill in the certificate request form with the appropriate user information.
Select an “Intended Purpose” of “Client Authentication Certificate.”

Select the correct “CSP” for the type of smart card to be issued (this will vary from
vendor to vendor).

Check the “Enable strong private key protection” checkbox.
Click Enroll.
Enter the PIN for the smart card when prompted.

The certificate request has now been sent to the Certificate Authority. To issue the
certificate, log onto the CA server (if you aren’t already) and start the Certification
Authority administrative tool (Start — Programs — Administrative Tools — Certification
Authority) .

Expand the Certification Authority console tree and click on the Pending Requests folder.

In the details pane find the request that you just submitted. Right-click on it and select
“All Tasks » Issue.”

Return to the web browser that you used to send the request and browse to
http://<certificate server>/certsrv.

Select “Check on a pending certificate” and click Next.

Select the certificate you requested and click Next.
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On the Certificate Issued page, click the “Install this certificate” link.
If prompted for a PIN code, enter it and click OK.

The smart card will now be personalized with a public/private key-pair and a user
certificate and is ready for use with F-Secure VPN+.

5.2.2 Enterprise CA

Logon to the “Enrollment Station™ as the “Enrollment Agent” (as configured in steps
above.)

Launch a web browser and browse to “http://<ca server>/certsrv.”
Select “Request a certificate” and click the Next button.
Select the “Advanced request” option and click the Next button.

Select the “Request a certificate for a smart card on behalf of another user using the
Smart Card Enrollment Station” option and click the Next button.

Fill out the enrollment form using a “Certificate Template” of “Smartcard User” and
click Enroll.

Enter the PIN for the smart card when prompted.

The smart card will now be personalized with a public/private key-pair and a user
certificate and is ready for use with F-Secure VPN+.

6 Integration with F-Secure VPN+

6.1 Add CA Certificate as Trusted Root

In order for VPN+ clients to know which certificates are to be trusted when remote
computers attempt to establish an IPSec connection, it is necessary to configure a list of
trusted root (issuer) certificates. These certificates need to be manually exported from the
third-party CA and imported to the VPN+ hosts either manually or using centrally
managed policies (recommended). The sections below describe the process of
establishing trust with the Windows 2000 CA.

6.1.1 Export CA Certificate
Launch a web browser and go to http://<certificate server>/certsrv

Select the “Retrieve the CA certificate or certificate revocation list” task and click Next.
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Choose the current CA certificate from the list, select the “Base 64 encoded” option and
click on the “Download CA certificate” link.

Choose to “Save this file to disk” and click OK.

Select a temporary location to store the certificate file, name the file “win2k ca.cer”, and
click Save.

6.1.2 Import CA Certificate as Trusted Root

On the F-Secure Policy Manager Console computer, start F-Secure Administrator (Start —
Programs — F-Secure Policy Manager Console.)

E F-Secure Administrator - [http: //10.0.0.40] - [Default Policy]

File Edit “iew Tools Help
Dle@o] ¥e| Bls| = =@ i

~Policy Domaing———— Properties of Root ~Trusted

Palicy | Status | Alerts | Reports |

=-%F F-Secura | Certificate Cormment | Regi

=-%F F-Secure Management Agent 4.30
Li"_l----_\] Settings

----- @ Language = ENG

E-{_] Common

-] Gatekeeper

[

[

|»

-85 Remote Clients

H- | Lser Interface
H- | Communications

=< _4 Cerificate Handling _‘I —I _'I
B ) Enrallrment
-4 Certificates Add Edit |
A =Tt

6| 2 | | E{Ear Al |

& Use locally defined certificat

J Certificate Directory Access
B~ 1 Alerting Ui |

[#__ | Authentication
-] Host Infarmation Help
EJ Operations = ’7Trusted certificates are typically self =
4 - | _>|_I signed CA root certificates. Its alsa ]

In the F-Secure Administrator (FSA) select the policy domain or host that you wish to
enroll via SCEP.

Browse to F-Secure/F-Secure Management Agent/Settings/Certificate
Handling/Certificates/Trusted item in the Properties pane.

Click on the Add button and browse to find the CA root certificate file that you created
when exporting the CA certificate in the section above. Click Open.

Enter a descriptive comment (e.g. Windows 2000 CA).
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6.2 Configure Smart Card Support on VPN+ Client

NOTE: The configuration described here is only necessary if you are using smart cards
for authenticating VPN+ connections.

By default F-Secure Authentication Agent loads the iD2 pkes#11 cryptographic provider
(id2cbox.dll) which is installed with iD2 Personal. This provider does not recognize
smart cards created by Windows 2000 Certificate Services because the profile that is
created is not supported. In order to use these cards you can set the following registry
entry to point to the pkcs provider dll provided by the card manufacturer:

HKEY LOCAL MACHINE\SOFTWARE\Data Fellows\F-Secure\Authentication
Agent\DefaultProvider\PKCS#1 1="<pkcs#11 dlI>"

To date, the following smart cards and providers have been tested and work:

Schlumberger Cryptoflex 8K — slbck.dll

6.3 Configure Certificate Handling

6.3.1 Enable SCEP Enrollment

F-Secure VPN+ hosts can enroll for host certificates using the Simple Certificate
Enrollment Protocol (SCEP.) An example of the policy settings that need to be
configured is shown in the image below. The image is a snapshot of the settings under the
F-Secure/F-Secure Management Agent/Settings/Certificate Handling section of the
policy.

EI----__q Enroliment

------ & Active Protocol = Simple Cedificate Enrollment Protocol - SCEP

- _4 Protocol Settings
-4 BCEP

----- & CA Server URL = hitp:10.0.0.1 0fcertsrimscepimscep.dil
& CAIdentifier = Windows 2000CA
“[@ Challenge Password =

------ & Alternative Name Encoding = Only in Subject&itMame extension
-1 Polling Intervals
F#-{_ ] Autormatic Reguest Resending

6.3.2 Enable CRL Retrieval

F-Secure VPN+ supports Certificate Revocation List (CRL) retrieval. If certificates are
revoked from the CA, the serial numbers of the revoked certificates are stored in a CRL
in the LDAP-compliant Windows 2000 Active Directory.

As IPSec connections are established between hosts, the host will check the CRL of the
issuing CA to ensure that the certificate has not been revoked. This CRL is cached
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locally on the host for future use. A new CRL is fetched from the LDAP directory when
the old CRL expires. The CRL Trust Time policy setting in FSA can be used to define
how often to try to fetch a new CRL even if the host has a valid CRL available. Normally
a CA system issues CRLs periodically, but they may also issue a new CRL right after a
certificate has been revoked. This CRL Trust Time setting can be used to assure that the
revocation information is transferred to the host faster than the normal CRL update time.

An example of the policy settings that need to be configured to enable CRL retrieval is
shown in the image below. The image is a snapshot of the settings under the F-Secure/F-
Secure Management Agent/Settings/Certificate Handling section of the policy.

E-_ 4 Cedificate Directory Access
-4 Retrieval
@ Active Protocol = LDAP
=1-_4 Protocol Seftings
I'iJ----_q LOAF Serer Connection

------ & ServerMame=10.0.0.10

-] Path Verification

6.4 Create Connection Template

Once the certificates have been installed on the required hosts and/or gateways according
to the steps above, you are ready to create an [PSec connection. Again, these can either
be centrally managed using F-Secure Administrator (recommended) or set up manually
on each client. For the purposes of this document, the creation of a simple host-to-
gateway [PSec connection will be demonstrated below.

In FSA, browse to the F-Secure/F-Secure VPN+/Settings/Connections item.

Click on the Add button to add a new connection.
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Mew Connection Template Wizard

Select “VPN+ Connection” and click Next.

Hew YPM+ Connection Template Wizard

it

Select “Host to Gateway” and click Next.

F-SECURE CORPORATION WHITE PAPER
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Host to Host Connection Template Wizard

R

Select a connection type of “IPSec” and click Next.

Host to Gateway Conneclion Template Wizard

oo ]

Select the desired host endpoint for the host-to-gateway connection. This endpoint can be
a single host or a security domain (group of hosts.) On this screen it is also possible to
configure the connection to use smart card authentication. If this is desired, check the

F-Secure Corporation
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“Smartcard authentication” checkbox and fill in the identifying fields for the allowed
smart cards. When all required settings are filled, click Next.

Note: If “Smartcard authentication” is checked but no fields are filled, you must
enter sc[] in the “Additional Fields” box for the connection to work.

Host to Host Connection Template Wizard

pn
[Use Derautiom 1<E Setings o]
pore |
Pameygowr 1]
I

Leave the IKE settings at the default values and click Next.

F-SECURE CORPORATION WHITE PAPER .
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Host to Host Connection Template Wizard

[Use Defaulfor IE Setings ]
Figpercgcay o]

Leave the IPSec settings at the default values and click Next.

Host to Host Connection Template Wizard

Leave the traffic filtering settings at the default of “Include all traffic” and click Next.

Note: Configured traffic filters are only used if F-Secure Distributed Firewall is
also installed on the client computers.

F-SECURE CORPORATION WHITE PAPER .
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Host to Host Connection Template Wizard

Leave the endpoint flags empty and click Next.

Host to Host Connection Template Wizard

f
;

Add a descriptive comment if desired and click Finish.

Distribute the updated policy by selecting Distribute from the File menu.

F-Secure Corporation
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Once the VPN+ hosts have received the updated policy, test the connection you just
created by “pinging” from the VPN+ client to a host on the other side of the gateway.

6.5 Known Issues

SCEP Add-in may return “Bad Message Check” during SCEP enrollment. The
cause of this error is unknown at this time but in order fix the problem it is necessary to
restart the IIS Administration service (and all dependent services) on the server.
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