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ISPA -voice of the Interne

t industry
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DiE PreSSE

Streik: Osterreich vom
Internet abgeklemmt

Dié internet-Anbleter kiin-
digen einen Streik fiir Diens-
tag an. Damit werden 95
Prozent der Benutzer von der
»Internet-Landkarte*” ver-
schwinden

WIEN (no). Die Akuon ist ein-
malig: Am Dienstag drehen fast
alle osterreichischen Internet-
Anbieter in der Zeit von 16 bis
18 Uhr ihre Dienste ab. ,Damit
wird Osterreich fir zwei Stun-
den von der Internet-Landkarte
verschwinden®, beschreibt Peter
Rastl vom Verband der Internet-
Provider Osterreichs (ISPA) den
Umfang der Akdon. Damit wer-
den 95 Prozent aller Internet-
Benutzer auf ihr gewohntes
»Surfen und Chatten® verzich-
ten miissen.
Dieses Vorgehen ist d.|: Rrak
. tdon auf cine F

Hayptkritikpunkt von ISPA:
Der

Provider konne nicht fur
das Matenal verantwortlich ge-
macht werden, dessen Verbrei-
wng er nur sermoglicht. ,Wir
sind nicht in der Rolle eines Zei-
tungsherausgebers”, meint Mi-
chael Harberler. Es sei unmog-
lich, die Falle des Materials zu
iberpriffen. Nur, der einzelne
Urheber kinne verantwortlich
gemacht werden. Man konne
auch keinen EinfluB-auf E-mails
nehmen, wie sie bei jedem Pro-
vider verschickt werden. Das fal-
le unter das Briefgeheimnis.

Weiterer Kritikpunkt der Ver-
einigten Internet-Provider: Die
Polizei habe nicht gerade ,,tech-
nisches Know-how an den Tag
gelegt. Die Polizisten- himen
den Stecker herausgezogen,
ohne den Computer ordnungs-
gemap hemmerzufahren Damit
seien zahlrei Pr¢ be-

‘Donnersts

Wicner Zeitung

| <,
BAWAG LEASIN
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[KURTER]

i Vitor X

Eonument
Weitere Beitr

numummgmdumu.gmamx sichder Aot
h sowie

dem Kanstbericht 1995 und der Gentechit. A
Abg. Johann Maler portratisrt.

".\Prowder Imtzszeren Besch!agnahme von.VIPNet una' ber]egen Amtsbaftunﬂsklage

- Die ;Internet Service Provider? wollen heute zwi-

schen 16-und-18-Uhr den:GroBteil der &sterreich-
weiten :Internet-Dienste :abschalten. Mit diesem

Streik kritisieren die 65terre1ch15chen Provider die- -
zelnden gesetzlichen Rahmenbedin,

gen s0-

wie das Vorgehen jener Béhorden, die vergangenen

_beim Unternehmen VIPNet in Wien-

Donaustadt das Equipment. beschlagnahmt haben.

Die Fnlizel war aufgrund ei-

‘ner Anzelge der Oberstaats-

anwal ft: Miinchen :vom

Donnerstag vergangener Woche
Die Exekutive hame in einer
l‘{:\usc)utchsum beim’ Provi-
der ,.VIPNet" die gesamte Com-
* puterausriistung  beschlagnahmt.
. Grund fir den Einsatz: Eine An-

zeige der Obenmlsanwal\schaﬁ'

Miinchen vom 10. Mirz 1996
wegen des Verdachtes, in dieser
Zeit kinderpomographischen In-
halt @iber das New verbreitet zu
haben. Diese Anzeige richtet sich
aber nicht gegen den Provider,
sond:m , gegen eine andere Firma,
die \iber VIPNet ihr ﬂlegales Ma-
terial ins Netz ,einspeicherte
Der Dnn:hsuchungsh:f:hl
u'agt die Unterschrift von Rich-
“erin Helga' Partik-Pablé, die
gleichzcitig - Nationalratsabge-
ordnete und Justizéprechérin der
FPO.ist. Bel VIPNer bestreitet
man, Kmderpomagup&uc wis-
‘sentlich zu. v . Ge-
schiftsfuhrer Mlchae] Herr-

" Karas - meinte.

mann: »Letztes Jahr byt man
uns solches Material an, wir er-
sutt:t:nﬁnzcig'e.‘f; |8

schidigt worden.

Peter Rastl vom ISPA schligt
daher fiir die Zukunft vor: ,, Wir
wollen den Polizisten kostenlos
Zugang zum Internet.geben und
si¢ auch einschulen.” Er ver-
langt eine Verbesserung der
Kommunikation zwischen Poli-
zei und Providern. So habe er
von der Bildung einer Interner-
Einsatzgruppe erst aus der
Presse erfahren. .

;,Verstﬁndnls“ der Politiker

Zahireiche Politiker meldeten
sicht zu dem Thema zu Wort.
VP-Generalsekretir ~ Othmar
er habe ,Ver-
stindnis* fiir die Provider. “The-
rezija Stoisits (Griine) verlangt
eine parlamentarische ‘Enquete
zudiesem Thema. Daran sollten
Internet-Provider, Benutzer, Ju-
risten und Politiker teilriehmen.
Die FPO sind, so Generalsekre-

it Peter Westenthaler, gegen

cine eigene ,Lex Internet”.

10, Marz 1998 tati
_den. Esbestehtder Verdacht,

unl

'auch dsterrmch vom Aus-

gewor-

reicht werden. Den Ermitt- -
" lungen- liegt keine Anzeige
g en den ternet Provider
3 st’ zugrunde, sagte_ein’

. VH—‘Net Sprecher. Der Ver-
daB ah diesem T' Datenmit ~ dacht auf Kind OTHOgZTa~
- Idnderpornographischem phie1 m:hta sich-vielmehr ge-
'Ii:hal dds Datennetz’'von gén ‘ eine’ ‘weitere Firma,
“VIPN emgeespe:st bizw, Durch  die- Beschlagnahme .
mjt varhm -samtlicher ~ -Computer - séi.
Wie “beri hl ‘abér.der Provider'in seiner

. . nahmten: Beamte der Wirt-
schaftspolizei und Sachver- -

stindige die Ausriistung von
VIPNet. Dabei wurdeh laut

.einem Sprecher ‘des Unter-

nehmens die Stecker der Ge-
réte einfach’ beraus%;azogen.
ohne die Rechner vor er-

ahren.

Die -Provider wollen  jetzt
streiken: Auch die- interna-

tionalen Dienste sollen still- -
" ga elegt werden, hieB es Mon-

Wien. Damit- kénne

land nicht via Internet er-

len Mitteln® eingeddmmt we
den. Dijkstal - schlug zude

pereinfacht, “um die noch

bedroht.

+Schuld* sind riach Ansicht.
der Provider die

-der einzelne

sacherprinzi] ausschheﬂhch
theber flir sei-
ne Inhalte -verantwortlich
sex sagte Peter Rastl vom
-oponentenkomitee.. ' Er.
Egﬁ eine enge Koopera-
‘mm zwischen Providern, Be-
hérden und Politikern vor.

Rechtlich bedenklich. -

Rechtwidriges oder rechtlich
bedenkliches Vorgehen- bei
der Beschlagnahme ortet der
TRechtganwalt von VIPNet,
Michael Pilz. Er erwiigt eine
Amtshaftungsklage . gegen
g.ie Rep\:bB IdEnntgegen
trafprozeBo; seien’
‘nicht nur Gegmu?t%.ﬂde gi=
chergestellt worden, die ftir

. die .Untersuchung" von. Be-

deutu.ng sind, sondern z. B.
auch eine Festplatte it -

Vnraussetzunge.u. die vorse-

hen,. daB der .Provider die

' Kontrolle tiber die. Inhalte

{ibernimmt, deren Verbrei-
tung er ermuglm t.

Bei der. Fillle des Mate.nals :
sei dies aber schlichtweg un-
méglich, meinte Michae! Ha—
berler, Prnponem des Ver-
bands der Internet Service
Provider Osterreichs (ISPA).
Die Provider seien der An-
sicht, daB nach dem Verur-

v —
Materic Intemet, -angeblichr”
ersier Puskt darfcs  Han

kussion geben:
bscoze vernor, mu

erden.
rder spricht Teil zwei; ge, was. geschicht,
b konkreten Fi i

das
nternet-Angebot in_ Oster-
allgemeinen

wie in den USA; Wic kontro)

ufgabe, ebenso ‘das
,ungachgemie”
n der Polizisten bei

- _seich’ Uberzuquellen’ beginnt

Buchh

Dariiber  hinaus bezweifelt
der Jurist die Zv.vté\nd.igkeit
des -Land ichts .-~ der

‘Nach ,Stecker raus® Streik im Internet

-Kraﬁ etretenen - Straf-
rechisénderungsgesetz. . -

Auch Vertreter-von Grtinen
und LIF {ibten Kritik..Die
riine Mediensprecherin Te-

resi]a Stoisits sprach von ei~
-ner -, dilettantischen” . und
. ,,rechtssmat!ich bedenkli-
chen” Vurffangpwelsn der Ju-
stiz. Stoisits sieht aber eine
,Chanece, endlich-in Sachen
imemet rechtliche Klarhei-
ten zu schaffen. Sie fordert

eine parlamentarische’ In-
ternet-Enquete, an der sich
neben den Partemn und der
‘Bundesaregis auch Pro-
vider, User und Expertenbe-

sfon abdrehen
‘elelcomsprecher. Tho-

chalek ‘und . I.m:enmmlster
Schlégl an. ,Wenn - das’

. Equipment eines Providers
wird,” weil

Durchsuchungsbefehl - ist
von U-Richterin Helene Par-
tik-Pablé unterzeichnet.
‘worden, Zum inkriminie:

Zeitpunkt im Mérz 1996 wa-
ren noch Bezu‘ksgerichte flir
derartige Delikte zustindig.
Ge#indert hat slch dies erst-
mit dem am 1. Mérz 1897 in

Provider zur Konwrolle ver-

5
Jer” l’:ulhm fes pleit
sie-die ersten’ Vermt

Beseltiget- nn, déf Pron -
blem nuf etié neve I

trukear, und - die wir
in Osterreich cingezogen: i

ein Infernet-User ‘Ober die-
sen. Provider. kriminelle In-
. 'halte ins Netz transportiert

rten - hat, so bédeutet das genauso

viel, Wie'wenn man das Te-
leforinetz abdrehen wiirde,
weilesj emandfﬂrGesprnnbe
mit ~ kriminellem . Inhalt
nfitzt", sagte Barmilller.

‘CHRONIK ¥ )

Ruf nach Kontrolle im Internet

Giaiiia'en nicht tiir schmutzige Daten hrer Kunden haften und legen heute das Net lahm
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nter Schaltstellen fiir das Chaos
in den Datennetzen
Presserchine | Mohrere

ber die Wertung des iliega-
ten Materials entzehexden.

Millionen  schen den Kundon des
Menschen refen tglch

Providers und dem Itor-
s mationsnete die

" Beli Provider WDt sich
der Kunde regiireren
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ISPA — Mission Statement

ISPA is the major voice of the Austrian Internet industry.
Our goal is to shape the economic and legal framework
supporting the optimal development of the Internet and
Internet services. We regard the use of the Internet as an
Important social skill and acknowledge the resulting
socio-political responsibilities.
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ISPA represents the Internet industry

— Founded 1997

—Over 200 members
from the fields of
Access, Hosting,
Content & Services

—Two thirds with less than 25
employees

STOPLINE

www.stopline.at

Austrian Report Centre against
child pornography and national
socialism on the Internet

—e e e

4____’

ispa

Service Providers Austria

e



Competition: Fixed network-BB-Market

Development of the Austrian fixed line broadband market
December 1999 — September 2015
1.600.000
4 Y
1.400.000 Increase of A by 420%
A1TA -Retail vs. Wholesale DSL & LLU
(Dec 2007 - Sep 2015)
1.200.000
1.000.000
PR Sep2015: A 1.423.530
@ ( ) PR =419,95%
= 200.000 Dec 2007: First "Kombi Paket" a?
. L
‘5 L by Al Telekom Austria PR
3 PR
2 -
£ 600.000 ’
2 ' L ~N
Dec2007: A309.570
=100%
400.000 — \
---_-_-
200.000 ( A ===
September2015:
5.400 vULL lines
N M 9 Q3 > & o o Qd A SO S N N Q3 a2 el \el > 3 ]
S g e g g )
N R R~ R~ - A P R I R P~ P s N
Bitstream/ Wholesale DSL LLU ——Telekom Austria DSL Retail Altern. ISPs DSL (Wholesale & LLU) ——Cable
Sources: RTR Telekom Monitor 1/2016, A1TA quaterly reportQ3 2015 !
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Stopline & Safer Internet

= WINDOWS
SMART

) PHONES PHONES

2 ; ispa
/ I — STO PLI N E

internet

sicher nutzen
r i Ladtfadan & e Ruhorarn de Sabewimterrat-|rdtist! s
W iSpa i v W ]
www.stopline.at
o e e Austrian Report Centre against
- . e child pornography and national
Griffbereit. socialism on the Internet
Creative Video/DVD
Commons
PEOO®
"’Lﬂ_._. [ - - i
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Stopline - workflow

Your report

\/

il

STOPLINE

4 4

legal illegal
no fur‘th_El
processing Inland Abhroad
ISPA members / Austrian Law
ISPs Enforcement  parmer hotiine

Agencies

Y \ J v




Stopline — Statistics

Reports 2015
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Source: http://www.stopline.at/ueberuns/statistiken/statistiken-2015/
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http://www.stopline.at/ueberuns/statistiken/statistiken-2015/
http://www.stopline.at/ueberuns/statistiken/statistiken-2015/
http://www.stopline.at/ueberuns/statistiken/statistiken-2015/

~magnifying glass" oder ,,speed boiler"?

Number of social media clippings on the ,refugee crisis’

60

50

40

neutral
30 T
B contra Fliichtlinge

M pro Fliichtlinge

20

10

0
Jun.15 Jul.15 Aug.15 Sep.15 Okt.15 Nov.15 Dez.15 Jan.16

Source: STORY*CLASH 4____’
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Challenge: take-down requests

Google

Deletion requests by public Deletion requests due to

authorities: allegeged copyright
infrigements:

—®— Datenschutz und S... —&— Drogenmissbrauch —&— Persdnlichkeitsrec... .
2 000 Sonstiges URLs pro Woche, deren Léschung aus der Suche beantragt wurde
20.000.000
3.000
8 15.000.000
2
&
5 2.000
= 10.000.000
L
1.000
5.000.000
. L — 03/0972012 21.10.2013 08.12.2014
Dez. 2009 Dez. 2010 Dez. 2011 Dez. 2012 Dez. 2013 Dez. 2014
[approx. 135 requests/week] [approx. 20 Mio. URLs/ weeks (!)]
http://www.google.com/transparencyreport/removals/government/
http://www.google.com/transparencyreport/removals/copyright/?hl=de
e
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Agenda

About ISPA

Data Retention and Requests for Information
Liability Regime for Austrian ISPs
Web Blocking Measures
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ISPs “"between a rock and a hard place"

Provider are exposed to considerable pressure
— Threat of coercive measures (e.g. Subpoenas)

(,It is a long way to Vienna/Innsbruck.™)
— Securing of data

(,Do we get the information this way or shall we drop by?”)
— Treating the employees as accomplices to criminal offences
— Public exposure in case of non-compliance

(, You will read about it in the newspapers tomorrow”)
— Pressure from customers/ defendants

Legal gray-areas lead to problems

— Oral orders of the public prosecutor (§ 102 (1) StPO), 24/7

— Requests for disclosure of “extended” Basic Data (such as delivery address,
credit balance, PUK)

— Sequence orders (e.g. Phone exchange)

— Obligation to report ,,Data Protection Act vs. Telecommunications Act

4___/
—_— ispa -
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ISPA supports members and LEAs

- formal requirements (e.g. request in writing)
« substantial requirements (within 48hrs, continuing danger)




Data Retention in Austria - Factsheet

« Retention of traffic data, no content data

(Access-IP, mobile communication, Email)

« Retention for a maximum period of six month

« Access to retained data exclusively for criminal offences

- Exceptions for small ISPs and certain technologies
(approx. EUR 300.000 yearly turnover, public ISPs, NAT/PAT)

« Data remains with the IPS, exchange interface (DLS) and
use of CSV-Files to prevent data mining

« No “"ex ante” safeguards for lawyers, doctors, etc.

r
e — — - —
—_— ispa

Internet Service Providers Austria




Implementation of Data Retention
in Austria

In cooperation with representatives of the authorities and civil society,
ISPA helped to scope an interface (DLS) which facilitates the secure
and transparent exchange of information (CSV-File), while providing a
high level of security and transparency.

“Durchlaufstelle“

7\ =

\ / 7 notneation > LEA
— I
... 5. Answer -Download

2. Request 1. Request

3. Answer - Upload

“Mailbox*
1
_ _ Statistics : : :
DSR: Data Protection Council = DLS provides information on the total
DSK: Data Protection Commission 2 AN . .
BMJ: Federal Ministry of Justice P ‘2 number of requests for information!

1
psR Y BMJ

DSK -

— e e
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Challenge: ,,dynamic IP-Address"”

DYNAMIC IP-ADR:

An IP-address, which is not exclusively assigned to a particular user for the
duration of his/her contract, is not basic data. Thus the rules for providing
information about traffic data apply.

The processing of traffic data by the ISP is exclusively allowed for the
prosecution of criminal offences (not for civil claims!)

-> Request § 135 Abs 2 Code of Criminal Procedure (StPO)
(live [Betriebs] data > 1 year imprisonment)

-> Request § 135 Abs 2a Code of Criminal Procedure (StPO)
(retained data > 1 year imprisonment)

-> Request § 76a Abs 2 Code of Criminal Procedure (StPO)
(part of the operating data or retained data, no minimum sentence)

-> Request § 53 (a) Security Police Act (SPG)

(operating data oder retained data) 4_______—-#
/ S o —
— Ispa
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Timeframe for the implementation
2006 2007 2008 2009 2010 2011 2012 .
—_—
t
2006 Feb 2009 Dec 2011
Enactment of Assignment of a Publication of
DR-Directive Human Rights Institute first tech. spec.
2007 Nov 2009 May 2011

Draft of revised
Telecommunications

Failure of the 1st
implementation

Enactment of
national acts

Act (TKG)
July 2010
ECJ: Infringement
of EU law

ispa
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From implementation till annulment...

2012

2013 2014

Dec 2011
Publication of
first tech. spec.

1st April 2012
commencement
of retention duty

late March 2012
planned go-live of the
data exchange interface
(“Durchlaufstelle”; DLS)

—_—

Feb 2013
Problems Google
Chrome v17
30. Juni 2014
Coming into force
of the annulment
in Austria

8. April 2014
ECJ Judgment
Annulment of the
Data Retention Directive

27. Juni 2014
VfGH Judgment
Annulment in Austria

Sommer 2013

Dec 2012 _
Request for preliminary Diverse
ruling VfGH Hotfixes
M RS =
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ECJ] Data Retention

ECJ judgment C-293/12 und C-594/12, 08.04.2014
ECJ declared the Data Retention Directive invalid.

- The substantive and procedural conditions under which authorities and
courts can gain access to the data, are too vague

The definition of “serious crimes” is too broad and unspecific

No sufficient protection against abusive practices

No mandatory storage of the data within the European Union

,Chilling Effects" - the feeling of being constantly observed in daily life

Consequences for Austria

- National Data Retention law was lifted by the Constitutional Court
(VFGH).

4_—/
—_— ispa -
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... and more to come ...

A

fUtUI’EZOne Netzpolitik B2B Produkte Digital Life Science Meinung Games Apps

w—TECHNOLOSY NEWS.

PCWorld

Work. Life, Productivity. Streit um Vorratsdatenspeicherung in der SPD

NEWS REVIEWS HOWTO VIDEO BUSINESS LAPTOPS TABLETS —PHONES 1603.15,15:21 % Mail an die Redaktion

FEATURED

il 10 ‘ LEGAL S Cl Reviews
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Dutch court scraps T
P Mandatory Data Retentlon laws

*  tel mmunicati
eleco unications (
e etention |a pass Australian Parliament
1 Telecommunications and internet service providers will now be required to
¥ Lok Essers store their customers' metadata for at least two years under laws that passed
g+ W @loekessers Mar 1 the Australian parliament with little opposition.
i
by Claire Reilly W @reillystyley / 26 March 2015, 6:48 pm AEDT / Updated: 27 March 2015, 10:00 am AEDT
2 The Dutch data retention law requiring telecommunications c o 77/ o 1 O 6 / ® o/ @ °,“:_é,
m customer metadata for police investigations was scrapped by
Hague on Wednesday. Australian Internet Service Providers and
o telecommunications carriers will now be required
Pinit The court found that the law violates fundamental European to retain customer metadata for a minimum period
of two years under new laws passed by the
question remains though whether the law should be inactivat Australian Senate
submit g can be appealed by the Dutch state, a court spokesman said (<}
. . L BECOME A CNET MEMBER FOR FREE!
outcome of any possible legal procedures the law will remain
The Dutch Ministry of Security and Justice declined to comm Share your ideas with the community,

receive exclusive offers for sweeps and
the verdict. events, and get the latest news, reviews
and how-tos in your inbox

Attorney-General George Brandis.

CeBIT

The law suspended by the court was based on the EU's Date

http://www.pcworld.com/article/2895356/dutch-court-scraps-telecommunications-data-retention-law.html, 11.03.2015

http://futurezone.at/netzpolitik/streit-um-vorratsdatenspeicherung-in-der-spd/119.809.791, 17.03.2015
http://www.cnet.com/au/news/mandatory-data-retention-laws-pass-parliament/, 28.03.105
lntzmat ‘ Service Providers Austria
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... and more to come ...

* Voice over LTE (‘VoLTE’) surveillance
e ‘Full-IP’ surveillance
e ‘Quellen-TKU’ (aka ‘Bundestroyaner’)
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Liability regime for ISPs

Internet Service Providers are generally not liable for the actions of
their customers.

Liability privilege in the E-Commerce-Directive, Art. 12 - Art. 14
Exclusion of responsibility for:

* Transmission

« Caching

» Hosting
No monitoring obligations for the ISPs, Art 15 E-Commerce-Directive

Liability privilege in the Austrian E-Commerce Act § 13 - § 18
« Transmission ]
« Search engines
« Caching — Provided no actual knowledge of illegal activity
» Hosting
 Links -
No monitoring obligations for the ISPs, § 19 E-Commerce Act
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L'Oreéal vs. eBay

ECJ Judgment 12. 07.2011, L'Oreal SA vs. eBay C-324/09

L'Oreal sued auctions website eBay for the actions of distributors of

unauthorised sampler products, who removed the sampler package and
then sold the products on the site.

The ECJ affirms in this case the liability of the Hosting-Provider, when

+[...] the service provider, instead of confining itself to providing that
service neutrally by a merely technical and automatic processing of
the data provided by its customers, plays an active role of such a kind
as to give it knowledge of, or control over, those data.[...]"

ECJ upholds limitation of liability, but creates an exception if intermediaries
have aided the infringement.
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Delfi AS vs. Estonia

ECtHR Judgement, 64569/09/07 of 10 October 2013

One of the Estonia’s largest news portals, Delfi, was sued by a representative of
the industry because of grossly insulting remarks by its readers’ online
comments.

The Estonian Courts:

« the news portal is not exempt from liability

* it was considered as a publisher, rather than as an ISP

* no liability privilege according to the E-Commerce-Directive

ECtHR:

- a substantial degree of control over the comments published on its portal

« should have prevented defamatory or insulting statements being published

« a justified and proportionate interference with its right to freedom of expression

4___/
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... and more to come ...

e EUIPO studies (malware, business models)
e ‘duty of care’ (IP, CSAM, hate speech)
 Network and Information Security Directive
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Web blocking

Blocking techniques

- DNS-Blocking
- IP-Blocking
- ,Deep Packet Inspection®

Circumvention techniques

- Changing the Domain-Name-Server

- Encrypted connections, ,Virtual Private Networks™ (VPS)
- TOR-Server

Conclusion

- Web blocking techniques can be bypassed

- Hotlines provide permanent removal of illegal content
- Web blockings are not a solution against piracy

4_’
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DNS-blocking

~| Provider <

_- Ji —
B ez P www.orf.at
” .
” Domain Name Server
www.orfat = ... ... ... ..

”
IP-Adr: 194.232.72.121

In the case of DNS blocking the provider is forced
either not to answer the requests for a specific
domain or to redirect the requests to another page.

| without risk
2319, Firsttime offenders convicted of a criminal felony

r18USC. §
&8  copyright law will face up to five years in federal prison, restitution, forfeiture and fine.
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http://www.orf.at/

IP-blocking

~
e
Provider & El

IP-Adr: 194.232.72.121 -

der 13 st 1
Gliickstag.

Bei einer IP-Sperre wird der Provider gezwungen,
Anfragen zu einer bestimmten IP-Adresse entweder
nicht weiterzuleiten oder auf eine andere Seite
umzuleiten.

Itis unlawtul to reproduce or lsmbmzwg m rusumasmam music;

| without nfsk
under 18 US.C. § 2319. First-time offenders convicted of a criminal felony
&8  copyright Iawwill/ 0 up to five years in federal prison, restitution, forfeiture and fine.
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IP-blocking - Bypassing

Provider El

J IP-Adr: www.xxx.yyy.zzz

e 13, v

Gliickstag.

Proxy-
Server

IP-Adr: 194.232.72.121

Redirecting:
IP www.xxx.yyy.zzz = IP 194.232.72.121

In order to bypass an IP-blocking the participants can use one so
called ,Proxy-Server", a VPN tunnel or an anonymising service.

4_’
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~Deep Packet Inspection™

Provider

der 3. st mr

Gliickstag.

In case of ,Deep Packet Inspection" the provider is forced if necessary
to decrypt and examine each data packet. Certain contents must be
blocked or under certain circumstances even reported.
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~Deep Packet Inspection™ - Bypassing

Provider

e 13, v

Gliickstag.

participant

[ De- / encryption of the communication of the ]

The ,Deep Packet Inspection“can be circumvented by encryption.
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Scarlet vs. SABAM 1/2

ECJ Judgment Scarlet vs. SABAM C-70/10, 24. 11.2011

Belgian collective rights management alleged ISP users were illegally
downloading works in its catalogue from the Internet via P2P networks, and
wanted that the ISP installs filtering software in its network that would curb
further infringement.

The Case referred not only to the Ecommerce Directive, but also copyright law
and to the Charter of Fundamental Rights of the European Union.

»[...] national authorities and courts must, in particular, strike a fair
balance between the protection of the intellectual property right enjoyed
by copyright holders and that of the freedom to conduct a business
enjoyed by operators such as ISPs pursuant to Article 16 of the
Charter.[...]"

ECJ was not amenable to rule in favour of indiscriminate monitoring, as it
would also go against Art. 15 of the E-Commerce Directive.
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Scarlet vs. SABAM 2/2

ECJ argues:

"[...] injunction could potentially undermine freedom of information
since that system might not distinguish adequately between unlawful
content and lawful content, with the result that its introduction could lead
to the blocking of lawful communications.[...]”

/ Freedom to conduct business
Intellectual Right to protection of
property rights personal data

\ Freedom of information

Fair Balance
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UPC Telekabel Wien - kino.to 1/2

ECJ Judgement 27.03., UPC Telekabel Wien - kino.to, C-314/12

A provider of Internet access services can be obliged to block the access
to a copyright infringing website for its customers.

Critical Points
— Web blocking without an ex-ante judicial preview of the injunction
— ISPs in a predicament between the interests of users and right-holders

— Vague ,sufficiency effective measure “

4—/
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UPC Telekabel Wien - kino.to 2/2

Austrian Supreme Court of Justice, Decision 4 Ob 71/14s
- ISP should take all reasonable measures.
- No stipulation of specific measures by the copyright holder or the court

- Union-compliant application of the rules on the suspensory effect of the
execution

- Impugnation claim with suspensory effect

Consequences for Austria
For the first time web blocking in Austria
Establishing of “web blocking infrastructure” necessary

Question, who decides on the respective web blocking as well as on
the adequacy of the blocking measures

Question, who should decide on the lifting of the blocking and who is
liable in the case of over-blocking

4_—/
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Web blocking injunction

Ich fordere Sie daher auf, mir bis
spiitestens 21.10.2010 (einlangend)

zu bestatigen, dass Sie es ab sofort unterlassen, Ihren Kunden die Verbindung zur Domain
kino.to zuganglich zu machen.

Da kino.to (IP Adresse 91.217 178.0 - 91.217.178.255) nur ein Portal ist, Uber das auf
mehrere Streaming-Server zugegrnffen wird, fordere ich Sie weiters auf, innerhalb der ge-
setzten Frst auch den Zugang zu folgenden Websites, die nahezu ausschlieSlich zur wider-

rechtlichen Zurverfugungstellung von Film-Raubkopien verwendet werden, zu sperren: Anz ahl
duckload.com (IP Adresse 80.255.2 96 - 80.255.2.127) > 31
archiv.to (IP Adresse 81.171.77.0 - 81.171.77.255) > 255
speedioad to (IP Adresse 81.171.77.0 - 81 171.77.255) > 255
freeload.to (IP Adresse 81.171 35.0 - 81.171.35,255) > 255
megavideo com (IP Adresse 174.140.154.0 - 174.140.154.255) > 255
mystream.to (IP Adresse 94.23.2 121) 2 1
quickload to (IP-Adresse 188.165.207 159) > 1
tubeload.to (IP-Adresse 85.17.77.0 - 85.17 77.255) > 255
loaded.it (IP-Adresse 93 92.46 2) > 1

Nach unserem Wissenstand ware eine Kombination von Domain-Sperre und IP-Sperreein - SUMME 1309
geeignetes Mittel. um mit geringem Aufwand eine weitgehend wirksame Blockade durchzu-

fUhren Wir wissen, dass solche Blockaden auch regelmafig (fur andere Zwecke) praktiziert ’
werden. Sollten Sie der Meinung sein, aus technischen Grunden unserer Aufforderung
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Web Blocking: ISP Position

54.

» In that regard, in accordance with the principle of legal
certainty, it must be possible for the addressee of an
injunction such as that at issue in the main proceedings to
maintain before the court, once the implementing measures
which he has taken are known and before any decision
imposing a penalty on him is adopted, that the measures
taken were indeed those which could be expected of him in
order to prevent the proscribed result.."

(ECJ, C-314/12 kino.to)
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Web Blocking: Users Position

57.

. Accordingly, in order to prevent the fundamental rights
recognised by EU law from precluding the adoption of an
injunction such as that at issue in the main proceedings, the
national procedural rules must provide a possibility for
internet users to assert their rights before the court once the
implementing measures taken by the internet service
provider are known."

(ECJ, C-314/12 kino.to)
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Web Blocking: ISP Position

court hearing of the ISP
under the injunction;
Examination of the
legality, but not of the

ISP doesn't adequacy

implement eb
web blocking

Blocking Execution request
request by the right-holders
to the ISP

Judgment on the
application for an

File an injunction
by the right-holders
in the court

injunction is granted by the court
without considering
the adequacy

Impugnation claim according to § 36
EO; Burden of proof ISP; Only here a

concrete examination of the

reasonableness and the adequacy

ISP doesn't not follow the
injunction or the blocking
measures are not effective

Application §355 EO
due to violation;
Statement is sufficient,
no proof required

of the blocking measures!

oy G Se—
|

Approval Imposition of

sanction by the
court

ECJ stipulates a judicial review before a sanction is imposed ( approval of
the execution , approval of the fine).
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Web Blocking - status quo

« 10 < ISPs affected (competition aspects)

« ISPs are ordered to block approx. 15 URLs

* no voluntary blocking measures by ISPs

« two ongoing legal disputes
* On the type of the blocking measure
(DNS blocking sufficient or DNS+IP
blocking required) @ Bezirksgericht
Meidling
« On the character of the piratebay.se
website @ Handelsgericht Wien

4_-—’
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Outlook: Net Neutrality & Web Blocking

According to the head of the legal department of the
Austrian National Regulatory Authority RTR-GmbH

§ 81 par 1a UrhG (Austrian Federal Copyright Act) is
not sufficient to fulfill the criteria of Art 3 par3 lit a)
TSM Regqgulation to allow web blocking without an
judicial injunction/order (voluntary blocking measures)

: / S ——— o —
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Future challenges for ISPs

e Continuous improvement of awareness ll'l‘
about the safe use of the Internet STOPLINE
(e.g. Stopline.at, saferinternet.at)

e Efforts to reduce legal uncertainty as to the
liability of ISPs for illegal conduct by their
customers

e Contribution to the discussion on copyright and
its enforcement
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Thank you!

Die Stimme der
Internetwirtschaft
in Osterreich
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